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New opportunities…new challenges… innovation
An Interconnected World in the Digital Era

Digital transformation

Cloud-first IT architecture

The mobile worker/WFA

WAN transformation

Security transformation



Before: A patchwork approach

Security-first: The network as a Zero Trust Security solution

After: Activating Zero Trust intrinsically
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Provides a common Zero Trust foundation for networking and security teams
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How do you balance multiple objectives?

Innovation & experiences

Security
objectives

Networking 
objectives

Highest performance 

Ubiquitous access

Easily available

Never compromised

Reduce exposure

Mitigate risk
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SASE brings 
network and 

security 
together

What is SASE?

5



Shift toward single-vendor or multi-vendor SASE
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Branch, Campus, and Data Center

EdgeConnect 
SD-WAN

EdgeConnect 
SD-Branch

EdgeConnect 
Microbranch

HPE Aruba 
Networking 

SSE

Home Office, Mobile Devices and End Users

Remote 
User

Data Center / HQ Public Cloud SaaS

OR
EdgeConnect 

Unified SD-WAN Fabric

Automatio
n

Security Agility

Integrated SASE

Microsoft 365



EdgeConnect SD-WAN
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EdgeConnect SD-WAN Key Use Cases
Why SD-WAN?
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• Intelligently steer traffic to the cloud 
and eliminate the need for 
backhauling traffic

• Build a unified SASE platform or 
seamlessly connect to multiple 
third-party SSE solutions

• Deploy EdgeConnect SD-WAN to any 
cloud providers (Azure, AWS…)

• Implement zero-trust network 
segmentation to complement 
SASE

• Ensure that users and IoT devices 
can only reach network 
destinations consistent with their 
policy

• Go beyond what is defined by 
SASE

Support cloud-first 
organizations

Secure IoT devices

• Consolidate branch network and 
security functions

• Built-in next-generation firewall 
with IDS/IPS, DDoS protection 

• Protect data in transit with IPsec 
tunnels

• Full support for OSPF and BGP

• Easily deploy security policies with 
zero-touch provisioning

Replace branch 
firewalls & routers

• Provide private line-like performance 
over the internet with path 
conditioning, SaaS and WAN 

optimization capabilities

• Run high quality voice and video over 
broadband internet

• Prioritize mission-critical applications 
with business intent overlays

• Get the highest quality of experience

Improve business-
critical applications 



Zero Trust Dynamic Segmentation Extended to the WAN
Users/devices can only communicate with destinations consistent with their role

DC

Surveillance
Headend

Transaction
Processing

SD-WAN

Branch Branch

• Identify users and devices by identity, role and 
security posture

• Dynamically segment and isolate application traffic 
based on context

• Business-driven policy example

Camera
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Terminal
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Processing

Contract 
Recruiter

HR 
Apps

Camera

Surveillance 
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POS 
Terminal
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Processing

Contract 
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Camera CameraPOS POS Staff

HR
Apps
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Application and Network Visibility
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EdgeConnect SSE
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500+ Global Edge 
Locations

Multi-Cloud Fabric

Security Service Edge
A modern approach to secure connectivity with Next-Gen SSE
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Unified service – power of one
Unified ZTNA, SWG, CASB and DEM 
service with one cloud, one UI, and one 
policy

Secure access for all resources
Secure access across any private app, 
Internet site, or SaaS app - using 
modern zero trust capabilities

Intelligent cloud Global scale
Smart-routing across 500+ edges across 
5 continents running an AWS, Azure, 
and Google backbone.

Prioritized user experience
SSO/MFA integrations, digital 
experience monitoring, and an 
intuitive User Portal



HPE Aruba Networking ZTNA (Zero Trust Network Access)
Secure access to applications for remote or third-party users, replace VPN
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VPN replacement
• Replace traditional VPN solutions by 

providing secure access for any user, any 
device, and any private application.

Single pane of glass
• Configure granular policies for all private 

applications in a centralized policy 
engine.

Agent and agentless
• Private apps can be accessed with, or 

without, an agent. Integrations with any 
SSO solution creates a frictionless user 
experience

Least privilege access
• Identity and policy-based access without 

placing users onto the network, exposing 
apps, or any firewalls or ACLs



HPE Aruba SSE delivers zero trust access for all

The invisible network
Inside-out connections make apps 
completely invisible and never exposed 
to the internet

Application access, 
never network access
Remote users only receive access to authorized 
applications without placing user or device on 
the corporate network. 

Granular least 
privilege access.
App-to-user connections provide built-in app 
segmentation without complex network 
segmentation. One-to-one connections make lateral 
movement impossible for unauthorized users.

User Internet

App App VDI Jump 
Servers

AppServer IDS + PAMApp

DMZ

Cloud

PoP

Connector

Connector
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Streamline M&A IT Integration Projects with ZTNA

M&A with traditional networking

Org B

10.0.0.0/24 10.0.0.0/24

Org A

Internet SaaS
Public 
Cloud

Data 
center

M&A with ZTNA

10.0.0.0/24 10.0.0.0/24

HPE Aruba 
Networking ZTNA

Org BOrg A

Internet SaaS
Public 
Cloud

Data 
center

• Network convergence and NATing for IP overlaps

• Security standards often not on par

• Requires ACLs via firewalls for network access

• Networks left as is, no need to consolidate

• Standardized security across both companies

• Users have direct-to-app access w/o network access



HPE Aruba Networking SWG (Secure Web Gateway)
Protect against malicious web traffic and eliminate cybersecurity risks

HPE Aruba 
Networking SWG

• SSL Decryption

• URL Filtering

• Content filtering

• DNS filtering (agent)

Inspection of all traffic
• Secure and protect against 

malicious threats and perform 
several security inspections 
including URL filtering, malicious 
code detection and web access 
control. 

Three-layer protection
• DNS filter blocks domains and IPs. 

Destinations, that needs further 
inspection are sent to the closest 
PoP to be SSL decrypted and then 
go through URL filtering and 
content filtering.

Data Leak Prevention (cross platform)
• Protect sensitive data from leaking 

out to the Internet.

Internet



Unified SASE
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Work from anywhere with unified SASE 
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EdgeConnect
Micro Branch

EdgeConnect 
SD-Branch

EdgeConnect SD-
WANAtmos Client

Mobile devices and end users Branch, campus, cloud and data center

ZTNA SWG

CASB DEM

Public Cloud Data CenterSaaSInternet



HPE Aruba SSE

Complete SASE Picture



30% Start with SD-WAN

Secure

Simplify

Transform

Unified

SASE 

COMPLETED

Simplify

Unified

Modernize

ZTNA access for web-
based apps 
(agentless)

ZTNA access for full 
VPN replacement 

(agent-based)

Universal ZTNA - 
Private access from 

all endpoints  & 
locations

SWG + CASB 
adoption

Control access to any 
SaaS or Internet 

resource

Optimized routing to 
all Internet, SaaS, 
& DC resources

Zero trust access for 

all business resources

Hop-by-hop & 
app health 
monitoring

DEM directly 
from device

Unified SSE for 
security and DEM

Zero trust network 
across all users 

& devices

Simplify mgmt. 
Reduce MPLS & 

FW costs

Secure network 
delivered as-a-service

Unified control & 

visibility for all users, 
IoT, & OT devices

Complete unified 
SASE for Security and 
WAN transformation

IP-Sec forward 

to Axis SSE

Unify access across 

all locations

Optimized access 
paths for all on & off 

network traffic

Unified network 
modernization & 

secure access 

SD-Branch 
adoption

Universal ZTNA – 
Secure hybrid access 

with NAC + ZTNA

Optimized routing to 
all Internet, SaaS, 
& DC resources

SD-WAN for firewall 

replacement

Deploy ZTNA for 
remote access

SD-WAN for router 
replacement 

70% Start with SSE

Transform

SSE – Phase 1 in the journey to unified SASE
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