


An Interconnected World in the Digital Era
New opportunities...new challenges... innovation

000 Digital transformation

WAN transformation
Security transformation

@ Cloud-first IT architecture

The mobile worker/WFA




Security-first: The network as a Zero Trust Security solution
Provides a common Zero Trust foundation for networking and security teams

Before: A patchwork approach

After: Activating Zero Trust intrinsically

Micro-
segment
@ ation
Siloed Complexity & Blind spots
operations inconsistency & gaps
b
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Least-privilege access

Consistently enforced

=2

Continuously monitore(

Built-in
everywhere

Protects
everything

Works with the
anything




How do you balance multiple objectives?

Innovation & experiences

Networking Security
objectives objectives

Highest performance R s Never compromised

Ubiquitous access I e Reduce exposure
Easily available I e Mitigate risk

—
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What is SASE?

SASE brings
network and
security
together
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Shift toward single-vendor or multi-vendor SASE

aws
rb.l A % workday. RingCentral
3 LR Microsoft 365
A | A
Data Center / HQ Public Cloud SaaS
Integrated SASE
Al kyhigh
A @ @ ) L netslkope @ Sky M
N  OR v Symantec.
EdgeConnect Automatio Security Agility HPE Aruba ° ‘,
Unified SD-WAN Fabric n Net";’gék'"g @ zscaler: Q& cHeck POINT
Q .
0
45 = M
EdgeConnect EdgeConnect EdgeConnect Remote
SD-WAN SD-Branch Microbranch User
Branch, Campus, and Data Center Home Office, Mobile Devices and End Users
—
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EdgeConnect SD-WAN \ .\
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Why SD-WAN?

EdgeConnect SD-WAN Key Use Cases

Improve business-

critical applications

o

Provide private line-like performance
over the internet with path
conditioning, SaaS and WAN
optimization capabilities

Run high quality voice and video over
broadband internet

* Prioritize mission-critical applications
with business intent overlays

* Get the highest quality of experience

Support cloud-first

organizations

Intelligently steer traffic to the cloud
and eliminate the need for
backhauling traffic

Build a unified SASE platform or
seamlessly connect to multiple
third-party SSE solutions

Deploy EdgeConnect SD-WAN to any
cloud providers (Azure, AWS...)

Replace branch
firewalls & routers

9

(@]

Consolidate branch network and
security functions

Built-in next-generation firewall
with IDS/IPS, DDoS protection

Protect data in transit with IPsec
tunnels

Full support for OSPF and BGP

Easily deploy security policies with
zero-touch provisioning

%

* Implement zero-trust network
segmentation to complement
SASE

* Ensure that users and loT devices
can only reach network
destinations consistent with their
policy

* Go beyond what is defined by
SASE

—
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Zero Trust Dynamic Segmentation Extended to the WAN
Users/devices can only communicate with destinations consistent with their role

______

— - ——
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Transaction
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Surveillance HR
Headend Apps

Processing
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POS Camera Staff
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* Identify users and devices by

* Dynamically application traffic
based on context

. policy example

POS
Terminal

Contract HR
Recruiter Apps

Transaction
Processing

Surveillance

Camera Headend

Camera

Surveillance
Headend

POS
Terminal

Transaction
Processing

Contract
Recruiter

HR Apps



Application and

HPE =55

Monitoring Configuration

122 Appliances 122 Selected
—HUB— 22
P AP 3
b AUS 2
b CANADA 2
EMEA 3
@i FRANKFURT-AWS
€5 LONDON-Google
€3 WARSAW-Google
INDIA 2
MIDEAST 2
US-CENTRAL 3
US-EAST 3
US-WEST 2
—-AP)I—- 6
—AUS— 4
— CANADA — 1
— EMEA — 20
& Aveiro-Res
& Bergen-Elde
Bologna-Costanigro
Brussels-Lab
CH-Al
Compiegne-Bohain
Hamburg-Pady-10104
Hitchin-Lowe:
Hoofddorp1-0GMEN
Madrid-Rejo
Oslo-Leirvik
Prague-Ferisak
REA-FY-ECU
SaintGermainEnLaye-
Wakefield-Thomas
VA Wakefield-Thompson
» Reading-Cook 2
» Whitburn-Moir 2
—INDIA-- 5
— MIDEAST — 2
— US-CENTRAL — 16
— US-EAST -- 18
— US-POWERS — 8
— US-WEST - 19
OFFLINE 1

—
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Administration
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Orchestrator Support

Appliance Licenses
Appliances Models

EC-US
12 2 ECXS
ECV
EC Licenses

Base 2 Ghps 3/100
Plus Unlimited ~ 18/110
50 Mbps EC-AS 26/115
200 Mbps ECAS-UL  12/115

&
500 Mbps Boost 9.4% of 100.0

Valid Until
EC 01-Aug-26 09:00

EC-AS
EC-AS-UL

Ports S Dest

443 TCP (Https)

445 TCP (Cifs_smb)

51413 TCP

51413 UDP

2055 UDP (Netflow)

514 UDP (Syslog)

443 UDP

8000 TCP (miniweh)

80 TCP (Htip)

19305 UDP (GoogleHangoutsMeet)
0 1ap

3389 TCP (Ms_terminal_services)
41168 UDP

3480 UDP (Facetime)

25562 UDP

Overlay-Interface Outbound | | Flip
Overlays (Inner)

DEFAULT
REALTIME

Bl RECREATIONAL
M BESTEFFORT

M ssE
M GUEST
Interface (Outer)
LTEA

HPE ..

Network Vi

Topology

Google

Top Talkers

192.168.3.99 Defauk
10.100.0.199 Defauk
192.168.14.24 IoT
10.50.21.94 Defaul:
10.50.21.245 Defauk
10.17.21.139 Defaukt
74.125.0.199 Defauk
54.81.196.243 Defaulr
173.194.185.198 Defaul
154.47.97.91 Default
192.168.11.129 Default
146.70.204.163 Defaul
172.26.1.197 Defauk
35.243.147.63 Defauk
10.80.80.140 Defauk

Overlay Bandwidth

ISIDHI

. Aveiro-Res

All Overays

. Madrid-Rojo

Datos del maps 92024 GeoBasis-DE/BKE (521

B DEFAULT
REALTIME

M BESTEFFORT
RECREATIONAL
SSE
GUEST

Health

ogle, Inst. Geogr. Nacicnal, Mapa GlSrael | oo ]

Mal Show | Alamms
ki

EASTZ-AWS

Kennesaw3-Powers

NORCA!
DESMOINES
NewOrleans-D;

s2

Columbus Terasaki
FRANKFURT-AWS
Wakefiskd Thomas
WARSAW-Google
VIRGINIA-Equinix
WYOMING-NVAZ
LONDON-Google
WYOMING-NVAL

St ouis-Fear
SINGAPORE-N

MONTREA

WS

Overlay-Transport Outbound Flip

Overlays (Inner)
1' DEFAULT
| REALTIME
R I RECREATIONAL
1 636 M BESTEFFORT
| E
324G M GUEST
Transport (Outer)
M Zscaler Cloud, ..

Flow Counts (active curent)

kscyks-eo-01

DESMOINES-Azure
NewYork-Knowles-XS1
VIRGINIA-Megaport
VIRGINIA-Equinix
OREGON-AWS
Melbourne-Metla
Stockton-Jauriguil
Elyria-Albers

Daily Heslth  Hourly Health | Tree

Countries

UNKNOWN

United States of America
United Kingdem of Great Britain and Northern Irelar
Netherlands

Australia

Denmark

Malaysia

Poland

Ireland

Switzerland

Singapore

Norway

Applications

pingplotter-west.fivetuple.net
top:51413

udp:51413

Netflow
Mest_AwareVideo
Youtube

Googleapis
syslog-ng.fivetuple.net
SilverPeakIPSLA
StatsCollector
SihverPeakOrch
miniweb

Hiips

Steam

others

Loss Overlay

to_OREGOM-AWS_INETC-INETC
to_SYDNEY2-AWS_INETC-INETC
to_Columbus-Terasaki_INETA-INETB
to_Columbus Terasaki_INETA-INETB
to_Columbus-Terasaki_INETA-INETB
to_Columbus-Terasaki_INETC-INETB
to_Reading2-Cook_INETC-INETA
to_FRANKFURT-AWS_INETA-INETC
to_Tokyo-karakakil_INETA-INETA
to_Columbus-Terasaki_INETC-INETB
to_DESMOINES-Azure_INETC-INETA
to_Columbus Terasaki_INETC-INETB

2 in Maintenance Mode

Domains S (L=t
2602:fdB5: :fffe: 0:c0a8:363
*montreal2-avs.fivetuple.net
*oregon-aws.fivetuple.net
*pingplotter-east-aws.fivetuple.net
2602:fdB5::fffe: 42:c0a8:e18
2602:fdB5: fffe:0:a32:155e
*oculus9877-us1.dropcam.com
*syslog-ng.fivetuple.net
nest-camera-media.googleapis.com
*m2-—sn-abSsznly.googlevideo.com
*sp-ipsla.silverpeak. doud
*seteam-sc-vbic silverpeak.doud
2602:fdB5::fffe:0:a11:158b
*cachel-iad1.steamcontent.com
*norcall-aws.fivetuple.net

Users

unknown
machookpro
641666728511
201f3b0f3000
44bb3b4at13
20136226786
finnpowers
adampowers
64166679246
6416667c5ae7
arubauwd
CB5h7656096
others
22320376184
iphone

Latency » | Overby

to_SINGAPORE-NVAL_INETG-INETA
to_Kennesaw3-Powers_INETA-INETC
to_SINGAPORE-NVA2_INETCINETA
to_WYOMING-NVAZ_INETA-INETA
to_MUMBATI-AWS_INETA-INETA
to_Kennesaw3-Powers_INETA-INETC
to_SINGAPORE-NVAL_INETCINETA
to_Kennesaw3-Powers_INETAINETC
to_WYOMING-NVAZ_INETA-INETA
to_MUMBAI2-AWS_INETA-INETA
to_SINGAPORE-NVAL_INETCINETA
to_MONTREALI-AWS_INETA-INETC

123 Sites
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A modern approach to secure connectivity with Next-Gen SSE
Security Service Edge

—

Unified service — power of one
Unified ZTNA, SWG, CASB and DEM
service with one cloud, one Ul, and one
policy

Secure access for all resources
Secure access across any private app,
Internet site, or SaaS app - using
modern zero trust capabilities

Hewlett Packard HPE networking
Enterprise

D YouTube
CNN yohoo!
Google facehook W

servicenow
aws

Bl

FAN
500+ Global Edge
i HPE
ocations Networking SSE

O

(@

Multi-Cloud Fabric

Intelligent cloud Global scale

Smart-routing across 500+ edges across
5 continents running an AWS, Azure,
and Google backbone.

Prioritized user experience
SSO/MFA integrations, digital
experience monitoring, and an
intuitive User Portal

Confidential | Authorized | 12



Secure access to applications for remote or third-party users, replace VPN
HPE Aruba Networking ZTNA (Zero Trust Network Access)

VPN replacement
* Replace traditional VPN solutions by
providing secure access for any user, any Policy

device, and any private application. o ey
Single pane of glass el
e Configure granular policies for all private . - : o:

applications in a centralized policy o

Agent and agentless

* Private apps can be accessed with, or A e
without, an agent. Integrations with any Bt e e
SSO solution creates a frictionless user © e B _ _ — s
experience B |

Least privilege access
* |dentity and policy-based access without Lo e s o
placing users onto the network, exposing

apps, or any firewalls or ACLs
—
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HPE Aruba SSE delivers zero trust access for all

O

User Internet

Connector

Cloud Connigior E App App App VDI Jump
Servers
:
The invisible network Application access,
Inside-out connections make apps never network access
complgtely invisible and never exposed Remote users only receive access to authorized
to the internet applications without placing user or device on
— the corporate network.
Hewlett Packard HPE gﬁ}o’,tk’,,?g
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Server App IDS +PAM

- - = = = e = e = e = e e e e e e e =

Granular least
privilege access.

App-to-user connections provide built-in app
segmentation without complex network
segmentation. One-to-one connections make lateral
movement impossible for unauthorized users.



Streamline M&A IT Integration Projects with ZTNA

M&A with traditional networking
O @ O E
Internet SaaS ZT:LIS cZ?]tta(er
£310.0.0.0/24 = ~
‘IL o ‘J_\_J\
= -{)——_4)-=
—— oA
OorgA OrgB
* Network convergence and NATing for IP overlaps
* Security standards often not on par
— * Requires ACLs via firewalls for network access
Hewlett Packard HPE networking

Enterprise

M&A with ZTNA

D @ O E

Public Data
Cloud center

Internet SaaS

X
HPE Aruba
Networking ZTNA
A aws :} ¢
10.0.0.0/24

4 N I

f — @ — 1
u - @

OrgA OrgB

* Networks left as is, no need to consolidate
» Standardized security across both companies
* Users have direct-to-app access w/o network access
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Protect against malicious web traffic and eliminate cybersecurity risks
HPE Aruba Networking SWG (Secure Web Gateway)

Inspection of all traffic hoo/
* Secure and protect against n yanoo:
malicious threats and perform AN
several security inspections
including URL filtering, malicious <
code detection and web access Internet ¢
control. ,'
|
Three-layer protection 1 * SSL Decryption
* DNS filter blocks domains and IPs. @—> * URL Filtering
.Destina.tions, that needs further HPE Aruba - Content filtering
inspection are sent to the closest Networking SWG
PoP to be SSL decrypted and then
go through URL filtering and T
content filtering.
Data Leak Prevention (cross platform) /\
* Protect sensitive data from leaking
out to the Internet. —
* DNS filtering (agent)
—
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Unified SASE “

—
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Work from anywhere with unified SASE

|
(-
N
@ & S S
Internet SaaS Public Cloud Data Center
\ [4] [4]
N
Atmos SSE Platform
ZTNA
CASB
A ¥ O
N
EdgeConnect EdgeConnect SD-
Atmos Client EdgeConnect SD-Branch WAN
Micro Branch
Mobile devices and end users Branch, campus, cloud and data center
—
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Complete SASE Picture

|
. il
@ 6 =
Public
) - Internat Saal Cloud Datacenters
SD-WAN Traffic to Internal Subnets » Breakout Traffic to Internet & Cloud Services #* :
Priority Overlay Region Topology  wubs4+  Primary Interfaces Backup Interfaces QoS & Securiy + Palicy Order Primary Interfaces ~ Backup Interfaces
1 Management Global Regianal Mesh INTERNETL )01 LTE Branch CASB
. NTERNETZ If Pri & Sec Down .
B Mateh Toafhic Regions b ¥ MPLS1 1 ¢ Break out INTERNETZ LTE
= B wihn . INTERNET1 SWG
Overlay ACL High Quality 2 ¢ Backhaul
watarfall: Overall Quality = Waterfall: Fixed
Order ZTNA
2 RealTime Global Mesh INTERNET1 1) LTE Branch
:INJLESRlNE[z If Pri & Sac Below Sarvice 1 Bresk out TERNETE -
- Regions ¥ . ) Break ouf
= Match Traffic g % Level B INTERNET2
Overlay ACL Custom 2 %Y Backhaul
Waterfall: Overall Quality - Waterfall: Auto
3 Critical&pps Global Regional Hub & INTERNET1 ] LTE Branch
Spoke NIRRT 1f Pri & Sac Down \
_ Match Traffic Regions b MPLS1 1 I HPE ssE INTERNETI ITE
o INTERMET2
Qverlay ACL ﬁ( High Quality 2 Y Break out
Foarin Waterfall: Overall Quality - Waterfall: Auto /\
3 &b Backhaul — Expgnen(_e
HPE Aruba SSE itor
BulkApps Global Mesh INTERNETL Brandh Monitoring
4 PP
INTERNET2
- Match Traffic Regions @ MPLS1 L & Backhaul Balanced
Qverlay ACL High Throughput
Balancad: Link Capadity ..
S
5 WebBrowsing Global RegmnalkHuh & %MEE: gé Branch
Spoke
1
o e | Regonsr WL £ 3 weesee e A dws
Overlay ACL )?& High Throughput 2 ¢ Y Break out ]
briowi Balancad: Link Capadity ... - Balanced
3 <D Backhaul
6 DefaultOverlay Global Regional Hub & INTERNET1 Branch
Spoke INTERNET2
. MPLS1 1 ) Break out INTERMET1
— Regions » __—) break oul
= Match Traffic 4l i 1~ INTERNETZ ‘
Overlay ACL KVAYS High
Balance
‘ Context | Destinations ‘ Action | Profiles
Barcelona-Miguel Nudity o Block 8SL Inspaction
@ ® EdgeConnect EdgeConnect EdgeConnect
) Zaragoza-lker & Gambling And 6 Default Profiles SD-WAN SD-Branch MicroBranch
@ Lisboa-TiagoRes @ Pornography and Adult
@ Madrid-Miguel - Rest @ Games
) Madrid-Miguel-16T
Barcelona-Miguel [ Google Docs @ Alow SSL Ingpection
Zaragoza-lker (& Google Drive @ mrojo-File Security Profile (Exter_
LisboaTiagoRes & Dropbox (Restrict upload) And 5 Default Profiles

—
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SSE — Phase 1 in the journey to unified SASE

|
SASE
COMPLETED
Complete unified
SASE for Security and
Unlfled WAN transformation UnIfIEd
Unified SSE for Sl n et'work
. modernization &
security and DEM Secure access
Transform Transform
Optimized routing to
Secure network
delivered as-a-service allInternet, Saas,
. . e DI . .
Simplify & DC resources Simplify
uba
cedsill Universal ZTNA - o
Private access from Hop-by-hop & Simplify mgmt. Unify access across Deploy ZTNA for
. app health Reduce MPLS & .
all endpoints & monitorin FW costs all locations remote access Mod .
Secure locations J odernize
ANA SIS TS SWG + CASB Zero trust access for zero trust network IP-Sec forward SD-Branch SD-WAN for router
based apps . . across all users . .
adoption all business resources . to Axis SSE adoption replacement
(agentless) & devices
70% Start with SSE > 30% Start with SD-WAN
—
aruba
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